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Abstract: With the rapid development of Cellular Vehicle-to-Everything (C-V2X) communication systems, ensuring
the security and integrity of data exchanged between vehicles and infrastructure has become a significant challenge.
Identity authentication plays a crucial role in safeguarding these communications against threats such as identity
spoofing and data tampering. Traditional certificate-based authentication methods, while effective, often suffer from
performance issues, especially in high-speed, dynamic environments such as highways. In this paper, we propose a
hybrid identity authentication system that combines physical layer recognition with certificate-based methods to
enhance security and improve real-time performance in C-V2X systems operating in highway environments. The
physical layer authentication leverages channel state information (CSI), signal fingerprints, and other radio-frequency
characteristics to authenticate vehicles, providing an additional layer of security. This is combined with
certificate-based public key infrastructure (PKI) to offer a comprehensive and robust identity verification process. The
hybrid approach addresses the shortcomings of traditional methods by enhancing security while minimizing
computational overhead and ensuring low-latency authentication. We discuss the challenges and opportunities in
integrating these two authentication methods and highlight the potential impact of emerging technologies, such as 5G
and machine learning, in optimizing the hybrid authentication process for C-V2X systems. Finally, we propose future
research directions to further improve the efficiency, scalability, and robustness of hybrid authentication schemes in
vehicular networks.
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1 INTRODUCTION

With the rapid development of intelligent transportation systems (ITS) and Vehicle-to-Everything (V2X)
communication technologies, the exchange of information between vehicles and infrastructure has seen growing
applications in traffic management, road safety, and real-time data transmission. Specifically. Cellular V2X (C-V2X)
technology is gaining significant attention in highway environments due to its low latency and high reliability, which
enable efficient traffic flow management and accident prevention [1]. However, this widespread deployment raises
significant security concerns, particularly regarding identity authentication in an open wireless communication
environment. Threats such as identity spoofing and data tampering compromise the integrity of the system and
undermine the trustworthiness of V2X applications [2].
Traditional identity authentication methods, such as certificate-based public key infrastructure (PKI) systems, offer a
level of security in vehicular networks [3]. However, they often face performance bottlenecks in high-speed,
low-latency environments due to the computational complexity and communication overhead involved [4]. Additionally,
although physical layer-based authentication techniques—such as recognition based on channel state information and
radio frequency (RF) characteristics—have been widely studied in recent years, integrating these physical layer
characteristics with high-level certificate-based authentication methods remains a challenging research topic. This
hybrid approach could offer enhanced security and reliability for C-V2X systems, especially in high-speed
environments like highways .
Highway environments present unique challenges for C-V2X systems, including high-speed vehicular mobility,
complex interference patterns, and the need to support massive numbers of vehicles [5]. While certificate-based identity
authentication methods can ensure a degree of security, they are not always sufficient to meet real-time performance
requirements in high-speed highway scenarios. As a result, combining physical layer information with certificate-based
methods could significantly improve both the efficiency and security of authentication processes in such environments.
This paper presents a hybrid identity authentication system that integrates physical layer recognition with traditional
certificate-based authentication, aiming to address the security challenges faced by C-V2X systems in highway
environments. Figure 1 shows the working principle of the C-V2X communication hybrid identity authentication
system.
The paper first provides an overview of current research in C-V2X identity authentication, highlighting the limitations
of existing methods and technologies in real-world applications. Next, the discussion focuses on the integration of
physical layer authentication, exploring how it can enhance security and performance in highway environments. Finally,
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the paper outlines future research directions and challenges in realizing a secure and efficient hybrid authentication
system for C-V2X.

Figure 1 Hybrid Identity Authentication System for C-V2X Communication

2 CURRENT RESEARCH ON C-V2X IDENTITY AUTHENTICATION

Identity authentication plays a crucial role in ensuring the integrity, authenticity, and privacy of communication in
C-V2X systems [6]. As C-V2X applications increasingly span across highway environments, ensuring secure
communication between vehicles, roadside units, and infrastructure becomes a priority. Over the years, various
authentication methods have been proposed and developed to address these challenges. These methods generally focus
on public key infrastructures (PKI), certificate-based authentication, and more recently, physical layer-based
authentication techniques, each offering distinct advantages and limitations.

2.1 Certificate-Based Authentication

Certificate-based authentication remains one of the most widely adopted methods for ensuring secure identity
verification in C-V2X systems. By utilizing a public-key infrastructure (PKI), certificates are issued to vehicles and
infrastructure devices, which are used to validate the identity of the communication entities [7]. This method guarantees
the integrity and authenticity of messages exchanged over the network, as it relies on the encryption of data with public
and private keys.
However, traditional certificate-based authentication methods suffer from significant performance issues, especially in
high-speed highway environments. The computation and verification processes involved in issuing and validating
certificates are resource-intensive and can lead to high latency, which is detrimental in real-time applications where
low-latency communication is critical. Additionally, these systems are vulnerable to attacks such as certificate spoofing
and unauthorized certificate revocation, which compromise the system's security [8].

2.2 Physical Layer Authentication

In contrast to certificate-based approaches, physical layer authentication techniques utilize unique physical
characteristics of the communication channel or radio signals to verify the identity of communication entities [9]. These
characteristics include channel state information (CSI), the unique multipath propagation of signals, and received signal
strength. Physical layer authentication offers a promising alternative as it operates independently of higher-layer
cryptographic mechanisms and can enhance system security by providing an additional layer of verification.
However, the integration of physical layer authentication with traditional certificate-based methods remains a challenge
[10]. While physical layer methods can improve security, they are often sensitive to environmental factors such as noise,
interference, and fading, which can degrade their effectiveness in real-world applications. Moreover, these methods
require sophisticated hardware and signal processing techniques, which may introduce additional costs and complexity
to the system.

2.3 Hybrid Authentication Approaches

Given the limitations of certificate-based and physical layer authentication methods when used independently, hybrid
authentication schemes have been proposed to combine the strengths of both approaches [11]. By integrating physical
layer features with certificate-based authentication, hybrid systems aim to provide more robust security while
maintaining performance in high-speed and dynamic environments like highways.
Hybrid approaches offer several advantages over individual methods, including enhanced security, reduced risk of
identity spoofing, and faster authentication processes [12]. However, these systems face challenges in terms of
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computational complexity, real-time processing requirements, and hardware limitations. Future research is needed to
address these challenges and optimize the integration of physical and certificate-based authentication in C-V2X
systems.

3 CHALLENGES AND OPPORTUNITIES IN HYBRID IDENTITY AUTHENTICATION FOR C-V2X

While hybrid identity authentication systems combining physical layer recognition and certificate-based methods hold
great promise for enhancing the security and reliability of C-V2X systems, several challenges remain to be addressed
[13]. These challenges primarily stem from the need to integrate two fundamentally different approaches—physical
layer characteristics and higher-layer cryptographic techniques—into a unified, efficient, and practical authentication
framework. Despite these challenges, the hybrid approach offers substantial opportunities for improving the
performance and security of C-V2X systems, especially in dynamic and high-speed highway environments.

3.1 Challenges in Integration

One of the primary challenges in implementing hybrid authentication for C-V2X systems is the complexity of
integrating physical layer recognition techniques with certificate-based authentication [14]. Physical layer
authentication methods, such as those based on channel state information (CSI) and signal fingerprints, require
specialized hardware and signal processing algorithms to extract the relevant features. These methods rely on accurate
measurements of the radio environment, which can be susceptible to factors such as interference, fading, and multi-path
propagation. Integrating these features with traditional cryptographic operations used in certificate-based authentication
introduces additional computational and communication overhead, which can impact the real-time performance of
C-V2X systems in high-speed environments [15,16].
Moreover, the environmental conditions in highway scenarios, such as rapidly changing vehicle velocities and complex
interference patterns, make it difficult to consistently obtain accurate and reliable physical layer features. The
effectiveness of physical layer authentication methods may degrade due to factors such as signal noise, Doppler shifts,
and vehicle mobility. These issues highlight the need for robust signal processing algorithms capable of accurately
extracting features despite varying environmental conditions and high mobility [17,18].

3.2 Computational Complexity and Real-Time Processing

Another challenge in hybrid authentication systems is the computational complexity associated with processing physical
layer features and verifying digital certificates in real time. Certificate-based authentication schemes, particularly those
based on public-key cryptography, are computationally intensive, requiring significant processing power for key
generation, signing, and verification. When combined with physical layer authentication, the system must process both
signal characteristics and cryptographic data, further increasing the computational load.
In highway environments, where vehicles are moving at high speeds, the authentication process must be completed
within a very short time frame to avoid delays in communication and ensure safe driving conditions. The need for
low-latency communication and high throughput places a premium on the efficiency of the authentication process. As a
result, the hybrid authentication system must be optimized to minimize computational overhead while maintaining a
high level of security and reliability [19]. Figure 2 shows the C-V2X communication principle between the vehicle and
the RSU.

Figure 2 C-V2X Communication between Vehicles and RSU

3.3 Opportunities for Improvement
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Despite the challenges, the hybrid approach presents several opportunities to enhance the security and performance of
C-V2X systems. One of the key advantages is the ability to provide multiple layers of security, making it more difficult
for attackers to compromise the system. By combining the strengths of physical layer authentication, which is resistant
to certain types of spoofing attacks, with the robust security guarantees of certificate-based methods, the hybrid system
can offer enhanced protection against both physical and cryptographic threats.
Moreover, advancements in signal processing algorithms and hardware are opening up new opportunities for more
efficient and accurate physical layer authentication. Machine learning and artificial intelligence (AI) techniques, in
particular, have shown promise in improving the accuracy of physical layer authentication by automatically learning to
recognize patterns in signal characteristics, even under noisy or variable conditions [20]. These techniques can
significantly reduce the impact of environmental factors such as interference and fading, making physical layer
authentication more reliable in real-world highway environments.
Additionally, emerging technologies such as 5G and beyond offer the potential to improve the performance of hybrid
authentication systems. With higher bandwidth, lower latency, and better support for massive IoT devices, these
next-generation networks could facilitate the real-time processing of both physical layer and certificate-based
authentication, making hybrid systems more scalable and practical for large-scale deployment in C-V2X networks [21].

3.4 Future Directions

Looking ahead, there are several key areas where further research is needed to address the challenges and fully realize
the potential of hybrid identity authentication systems for C-V2X. These include:
Robust Signal Processing: Developing advanced signal processing techniques that can extract reliable physical layer
features under diverse environmental conditions, including high mobility and interference.
Lightweight Cryptographic Methods: Designing lightweight cryptographic protocols that can reduce the computational
overhead associated with certificate-based authentication, ensuring real-time performance in high-speed environments.
Machine Learning Integration: Leveraging machine learning and AI to improve the accuracy and adaptability of
physical layer authentication, enabling the system to learn and adapt to changing environmental factors.
Integration with 5G Networks: Exploring the synergies between hybrid authentication systems and 5G networks to
enable seamless, scalable, and low-latency authentication processes for C-V2X communications.

4 CONCLUSION AND FUTURE OUTLOOK

In this paper, we have discussed the challenges and opportunities associated with hybrid identity authentication systems
combining physical layer recognition and certificate-based methods for C-V2X communication in highway
environments. The security of C-V2X systems is paramount to ensure reliable and safe communication between
vehicles and infrastructure, especially in high-speed, dynamic environments like highways. Traditional certificate-based
authentication methods, although effective in many scenarios, face limitations in high-speed vehicular networks due to
performance bottlenecks and vulnerability to certain types of attacks. On the other hand, physical layer authentication
provides an additional layer of security by leveraging the unique characteristics of the communication channel, but it
also faces challenges related to environmental variability, signal noise, and hardware requirements.
By combining the strengths of both approaches, hybrid identity authentication systems offer a promising solution to the
security challenges faced by C-V2X networks. The integration of physical layer authentication with certificate-based
methods can enhance both the security and efficiency of the authentication process, providing a more robust defense
against identity spoofing and other malicious attacks. However, significant challenges remain, including the need for
effective integration of physical and cryptographic methods, the computational complexity of real-time processing, and
the reliability of physical layer authentication under varying environmental conditions.
Despite these challenges, the potential for hybrid authentication systems to revolutionize the security landscape of
C-V2X systems is immense. Advances in machine learning, signal processing, and next-generation networks such as
5G will likely play a pivotal role in addressing these challenges and improving the overall performance of hybrid
authentication systems. Future research efforts should focus on optimizing the integration of physical and
certificate-based authentication, reducing computational overhead, and developing more robust signal processing
techniques that can adapt to the highly dynamic nature of highway environments.
Looking forward, several key areas warrant further exploration:
Optimization of Hybrid Systems: Further research should aim to refine hybrid authentication techniques to ensure that
they can be efficiently implemented in real-time C-V2X systems without compromising security or performance.
Advanced Machine Learning Algorithms: The application of machine learning and AI to improve the accuracy and
robustness of physical layer authentication, particularly in noisy and highly dynamic environments, holds great
potential.
5G Integration: With the advent of 5G networks, new opportunities emerge for supporting hybrid authentication
systems at scale, with the potential to handle high-speed vehicular communication with lower latency and higher
throughput.
Scalability and Robustness: Future studies should focus on ensuring that hybrid authentication systems can scale to
large numbers of vehicles and infrastructure elements while maintaining reliability under a wide range of operational
conditions.
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In conclusion, while hybrid identity authentication systems for C-V2X communications face several technical
challenges, they represent a promising direction for enhancing the security of vehicular networks in highway
environments. As research continues to evolve and technologies such as 5G and machine learning mature, the potential
for these systems to provide secure, low-latency, and reliable authentication for C-V2X networks is becoming
increasingly achievable.
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