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Abstract: With the rapid iteration of blockchain technology, smart contracts, as core components of decentralized
applications, directly impact the stability of on-chain assets and ecosystems through their security. Traditional
vulnerability detection methods primarily rely on expert rules and static analysis, facing bottlenecks such as high false
positive rates and poor adaptability to complex logical vulnerabilities. In recent years, Large Language Models (LLMs),
with their exceptional code understanding and reasoning capabilities, have provided new technical pathways for smart
contract security auditing. This paper focuses on LLM-driven smart contract vulnerability detection technologies,
systematically reviewing mainstream application paradigms from prompt engineering to model fine-tuning. The paper
first reviews the current state of smart contract security and the limitations of traditional methods; subsequently, it
provides in-depth analysis of the architectural design and core mechanisms of representative frameworks such as
GPTLens and SmartVD, evaluating their performance in detection accuracy and recall rate; finally, addressing current
challenges including data scarcity, model hallucinations, and computational overhead, it proposes future evolution
directions such as multimodal fusion and human-in-the-loop auditing, providing reference for research and practice in
related fields.
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1 INTRODUCTION

Smart contracts are Turing-complete programs running on blockchain platforms that can automatically handle digital
assets according to preset logic [1]. With the explosion of the Ethereum ecosystem, smart contracts have become the
cornerstone of Decentralized Finance (DeFi) and Non-Fungible Tokens (NFTs). However, due to blockchain's
immutability, contracts are difficult to patch once deployed, and any minor code defect may lead to catastrophic
consequences. From The DAO incident to recent cross-chain bridge attacks, economic losses caused by contract
vulnerabilities have reached billions of dollars, making security issues a key bottleneck constraining blockchain
development [2].
Traditional defense mechanisms primarily rely on static analysis, dynamic fuzzing, and symbolic execution techniques
[3]. Although these tools demonstrate maturity in identifying conventional vulnerabilities such as reentrancy attacks and
integer overflows, they often prove inadequate when facing deep defects involving complex business logic: first, they
are highly dependent on predefined rules and struggle to address new attack variants; second, they lack deep
understanding of code semantics, resulting in high false positive rates and increasing the burden of manual auditing.
In recent years, Large Language Models represented by GPT-4 and CodeLlama have demonstrated remarkable potential
in code generation and comprehension tasks [4]. Benefiting from pre-training on massive code corpora, LLMs not only
master the syntactic structures of programming languages but also possess semantic understanding capabilities to infer
code intent. Research indicates that introducing LLMs into software testing and vulnerability mining can effectively
compensate for the semantic blind spots of traditional methods [5]. This paper aims to systematically survey cutting-
edge developments in large language models for smart contract vulnerability detection, analyze the strengths and
weaknesses of different technical frameworks, and explore the challenges and future opportunities facing this field.

2 BACKGROUND

2.1 Common Smart Contract Vulnerabilities and Threats

According to the OWASP Smart Contract Security Guidelines, current high-risk vulnerabilities are primarily
concentrated at the logical and execution levels. Among these, Reentrancy attacks exploit the characteristic of contracts
making external calls before state updates, allowing attackers to recursively call contract functions to drain funds [6];
Integer Overflow/Underflow stems from lack of numerical boundary checking (common in older versions of Solidity)
[7]. Additionally, Access Control failures often result from missing permission modifiers leading to unauthorized
critical operations [8]. At the execution environment level, Timestamp Dependence allows miners to profit by
manipulating block timestamps [9], while Unchecked Low-Level Calls may trigger abnormal states due to ignoring
return values of failed external calls [10].
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2.2 Limitations of Traditional Detection Methods

Existing mainstream detection tools such as Mythril, Slither, and SmartCheck primarily employ static analysis,
symbolic execution, and fuzzing techniques [11]. Static analysis discovers known vulnerabilities by matching code
patterns but has low detection rates for logical vulnerabilities; symbolic execution attempts to traverse all execution
paths but often faces path explosion problems; fuzzing relies on random inputs and struggles to cover deep code
branches. Overall, traditional methods lack deep understanding of code semantics and heavily depend on manually
defined detection rules, resulting in high false positives or false negatives when facing complex, novel vulnerabilities.

3 APPLICATION OF LARGE LANGUAGE MODELS IN VULNERABILITY DETECTION

3.1 Technical Advantages of LLMs

Compared to traditional tools, large language models demonstrate multiple advantages in vulnerability detection: first is
deep semantic understanding—LLMs can comprehend relationships between variable naming, comments, and control
flow, thereby identifying business logic vulnerabilities that traditional tools struggle to capture; second is generalization
capability—through few-shot learning or fine-tuning, models can quickly adapt to new contract languages or
vulnerability patterns; finally is interactive explanation—LLMs not only identify vulnerability locations but also
generate natural language descriptions of remediation suggestions, significantly lowering the threshold for manual
auditing.

3.2 Analysis of Mainstream Detection Frameworks

Adversarial Detection Framework: GPTLens. The GPTLens framework proposed by Hu et al. innovatively introduces
an adversarial "generation-evaluation" design [12]. The framework comprises two core components: the Auditor and
the Critic. The Auditor is responsible for divergent thinking, identifying as many potential vulnerabilities as possible to
ensure recall rate; the Critic simulates the perspective of security experts, conducting secondary verification and
filtering of the auditor's reports. This two-stage mechanism effectively mitigates the LLM's tendency to produce
hallucinations. Experiments show that GPTLens achieves significant performance improvements in detecting logical
vulnerabilities compared to traditional static analysis tools.
Data-Driven Fine-Tuning Framework: SmartVD. Addressing the insufficient domain-specific knowledge of general
LLMs, Alam et al. proposed the SmartVD framework [13]. The core contribution of this work lies in constructing a
high-quality, class-balanced instruction fine-tuning dataset VulSmart, and conducting specialized training on this
foundation. SmartVD integrates multiple prompting strategies including zero-shot reasoning, few-shot analogy, and
chain-of-thought. In benchmark dataset evaluations, fine-tuned GPT-3.5 Turbo and GPT-4o Mini achieved extremely
high accuracy in multi-class vulnerability detection tasks, demonstrating the necessity of domain adaptation training for
enhancing model security capabilities.
Ensemble Learning Framework: FELLMVP. To further improve detection robustness, Yu et al. proposed the
FELLMVP framework [14]. This method combines Control Flow Graphs (CFG) from program analysis with the
reasoning capabilities of large models. Its unique feature lies in utilizing CFG to extract structured features of code,
assisting LLMs in understanding complex execution logic, and employing an ensemble learning strategy to aggregate
predictions from multiple LLMs with different architectures. In large-scale tests containing 15,000 samples, FELLMVP
achieved 98.8% accuracy and an 88% F1 score, demonstrating that multi-model collaboration and structural
information introduction can effectively break through single-model performance ceilings.
3.3 Detection Performance Analysis
Evaluating LLM vulnerability detection performance typically employs the following core metrics: Accuracy reflects
the overall correctness of model judgments; Precision focuses on the proportion of true vulnerabilities among code
flagged as vulnerable, directly impacting audit efficiency; Recall measures the model's ability to discover all true
vulnerabilities and is the most critical metric for security auditing; F1 score is the harmonic mean of precision and recall,
used for comprehensive model performance evaluation. Current research indicates that while LLMs often outperform
traditional tools in F1 scores, there is still room for optimization in reducing false positive rates (improving Precision).

4 KEY TECHNICAL CHALLENGES AND SOLUTIONS

4.1 Data Quality and Annotation Bottleneck

High-quality annotated data is the foundation for training models, but vulnerability samples in the smart contract
domain are scarce and annotation thresholds are extremely high. Existing public datasets (such as SmartBugs) often
suffer from class imbalance or label noise issues. Solutions: Researchers are beginning to attempt data augmentation
techniques, generating variant samples through code refactoring and variable renaming; or using synthetic data, having
LLMs automatically inject erroneous code based on vulnerability patterns to expand datasets. Additionally, semi-
supervised learning techniques are being applied, utilizing unlabeled massive on-chain code to improve model pre-
training effects.
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4.2 Model Interpretability and Hallucination Issues

The "black box" nature of LLMs and occasional "hallucinations" are major obstacles to their practical deployment.
Models may confidently report non-existent vulnerabilities, interfering with auditors' judgments. Solutions: Introduce
Chain-of-Thought (CoT) prompting, forcing models to output reasoning steps, making decision processes transparent
[15]. Meanwhile, combined with attention mechanism visualization techniques, highlighting code regions the model
focuses on helps experts quickly verify the reasonableness of detection results [16].

4.3 Context Limitations and Computational Efficiency

Smart contracts often involve complex cross-contract calls, and code volume may exceed LLM context window limits.
Additionally, large model inference costs are high, making it difficult to meet real-time transaction monitoring demands.
Solutions: Employ slicing techniques, extracting only code fragments related to critical variables for model input; or
utilize knowledge distillation, transferring large model capabilities to lightweight models [17], enabling deployment on
edge devices or real-time systems.

5 FUTURE DEVELOPMENT TRENDS

5.1 Multimodal Fusion Auditing

Future detection systems will transcend single code text analysis. By fusing multimodal data such as code, design
documents, developer comments, and transaction graphs, LLMs can construct more complete contextual cognition. For
example, combining code Control Flow Graph (Graph) modalities with source code (Text) modalities enables more
precise identification of complex business logic violations.

5.2 Continuous Learning and Dynamic Evolution

Facing constantly evolving hacker attack methods, static pre-trained models struggle to remain effective long-term.
Systems need continuous learning capabilities, able to automatically extract features from newly occurring attack events
and daily on-chain contracts, dynamically updating model parameters to achieve self-evolution of defensive capabilities.

5.3 Human-in-the-Loop

Fully automated auditing is difficult to achieve zero false positives in the short term. Human-in-the-loop will become
the mainstream model: LLMs serve as "co-pilots" responsible for large-scale preliminary screening and code
interpretation, while human experts handle final judgments on core logic. Through expert feedback (RLHF), models are
continuously optimized, ultimately achieving deep coupling of intelligence and experience.

6 CONCLUSION

Large language models have brought a paradigm shift to smart contract vulnerability detection. Their advantages in
semantic understanding, pattern recognition, and remediation suggestion generation effectively compensate for
shortcomings of traditional static analysis tools. Although current technologies still face challenges in data dependency,
hallucination control, and computational costs, with the continuous evolution of frameworks such as GPTLens and
SmartVD, and the application of technologies like multimodal fusion and continuous learning, LLM-driven intelligent
auditing will become a key force in safeguarding blockchain ecosystem security. Future research should focus on
constructing more credible benchmark test sets and exploring lightweight, interpretable specialized security models.
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